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ạQualification Requirements and 
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ạCantata++ Tool Development
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Software & systems house

ạwholly owned by directors and 

employees, est. 1979

ạ260 staff

ạCirca £28M turnover

ạBath HQ

Specialist

ạdependable software 

development, systems 

integration & consultancy

Quality

ạISO9001/TickIT certificated

ạauthorised defence contractor

!
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High quality, high integrity

Real-time systems:
ạAerospace
ạDefence
ạPolice
ạTelecoms
ạTransport
ạMedical
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C/C++ unit and integration 

testing tool
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What is % ?
Cantata++ is a software verification tool for host and 

target environments providing:

ạDynamic Testing

test execution

results checking

test documentation / evidence of testing

test repeatability

ạStructural Coverage Analysis for Software Levels C to A

Entry-Point, Statement, Decision, Boolean Operator, Boolean 

Operand Effectiveness

ạStatic Analysis

ạAncillary Tools

Built on Eclipse user interface for test scripting

Advanced test and coverage diagnostics
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Unit/Integration Test - Technical Challenges 
Tool reliability and integration with environment

Not fighting the tool, but working seamlessly with what I know already

Test harness creation

Finding time to create reusable test harnesses to test all my 

functionality 

Control of interfaces

Making it simple for me to test object interactions with the rest of the 

system

Flexibility of Black-Box/White-box and OO techniques

Having a full tool-kit to efficiently test the way I need to

Code coverage

Confidence that my tests on the target cover the important code 

Professional 
Solutions

Developer 
Needs

Technical 
Challenges %
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Savings Reduced Risks

Reliability /

Environment 

Integration 

ÅLower tool support costs 

ÅLower user learning curve

ÅTool failure / lack of support

ÅTarget environment dependencies

ÅTool certification / qualification

Savings and Reduced Risks
Savings Reduced Risks

Reliability /

Environment 

Integration 

ÅLower tool support costs 

ÅLower user learning curve

ÅTool failure / lack of support

ÅTarget environment dependencies

ÅTool certification / qualification

Test Harness 

Creation

ÅNot having to develop / support in-

house custom harness / project

ÅUnstructured tests are not understood 

or un-maintainable

ÅHarness not re-usable over projects
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Test Harness 

Creation

ÅNot having to develop / support in-

house custom harness / project

ÅUnstructured tests are not understood 

or un-maintainable

ÅHarness not re-usable over projects

Control

Interfaces

ÅLower test code production costs 

from interface control automation

ÅLess stub code to be written when 

using interceptions not simulations

ÅCheaper to unit / integration test 

interfaces than at system level. 

ÅInability to verify interfaces

ÅInterface errors discovered late in 

development or not at all
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interfaces than at system level. 

ÅInability to verify interfaces

ÅInterface errors discovered late in 

development or not at all

Flexible Test 

Techniques

ÅLower black box test costs with 

automation of large data sets 

ÅMore efficient test cases with direct 

white box access to code structure 

ÅOO code re-use reinforced with 

parallel test re-use

ÅHaving to use additional tools to 

perform testing tasks

ÅNot using sufficient input data  to detect 

data value processing errors  
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ÅInterface errors discovered late in 

development or not at all

Flexible Test 

Techniques

ÅLower black box test costs with 

automation of large data sets 

ÅMore efficient test cases with direct 

white box access to code structure 

ÅOO code re-use reinforced with 

parallel test re-use

ÅHaving to use additional tools to 

perform testing tasks

ÅNot using sufficient input data  to detect 

data value processing errors  

Code Coverage ÅDiagnostics direct efficient test cases

ÅStopping testing when target is 

achieved, not re-testing same paths

ÅShipping untested important code

ÅNot knowing how much testing is 

enough
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Tool Reliability
Reliability and maintainability

Market use

Documentation, support, training etc

Future proofing

% adds value withé

Developed under IPL certificated QMS

ạ DO-178B tool qualification 

ạ Cantata++ Deployment Technology

Widespread market use 

Comprehensive documentation

Direct access to technical support / training

Product road-map
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Test Harness Creation

Structured auto-repeatable tests 

Automated checking and results

% adds value withé

Parse of project code

Automated structured test script

ạ case per function/ method

ạ parameters, call order, global data, returns

ạ test case independence

Full featured check library

Automated results production
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Control of Interfaces
Isolation of units from system 

Verification of call order

Different behavior

Checking

% adds value withé

Knowledge of calls made

Automated generation of Stubs to simulate and 

Wrappers to intercept calls

Programmable instances for Stubs and Wrappers

Flexible call sequence control

Automated checks on parameters

VSimulate

VIntercept

VIntercept



12 !Date: 14 Sept 2009                              © IPL 2009

Stub

for External

Object

Source

Code
External

Object

A function/method in test script with programmable instances

Replaces calls to external software, firmware or hardware

Check Parameters

Check Call Sequences

Choose Return

Parameter value(s)

Stub  is a 

dummy function 

replacing

interface to the

External Object

Cantata++ Stubs
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Wrapper for 

External Object

BEFORE

Wrapper

AFTER

Wrapper

Source

Code

External

Object

Modify óOut Parametersô
Check óOut Parametersô

Check óCall Sequencesô

Modify óIn Parametersô

Modify óReturnô

Check óIn Parametersô

Check óReturnô

REPLACE

Wrapper

Replace like a Stub

Cantata++ Wrapping
A function/method in test script with programmable instances

Intercepts calls to software, firmware or hardware
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Action

Call original function

Call original with modified params

Original function linked with test

Use with system calls

Use selectively

Check parameters

Check call order

Set return value

Change output parameters

Stubbing

ð

ð

ð

ð

ð

V(optional) 

V(optional) 

Must 

Must

Wrapping

V(optional)

V(optional)

Must

V(optional)

V(optional)

V(optional)

V(optional)

V(optional)

V(optional)

Stubs v Wrappers
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Public

Test Driver Data

VChecks

Black Box Testing
Large data input sets 

Checking large output sets

Robustness tests

% adds value withé

Table-driven test generation

ạ Multiple values per parameter

ạ Ranges of values

ạ Functions calculating values

ạ Combinatorial effect calculator

ạ Checks on call sequences and returns

Robustness rule sets for data types
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VSet +  

Check

PrivatePublic

Test Driver Data

VChecks

White (clear) Box Testing
Call private methods/static functions

Set/check private/static data 

Control of internal calls

% adds value withé

Automated accessibility instrumentation 

ạ Call private methods and static functions

ạ Set/check data which is private, in unnamed 

namespaces or declared static 

Wrapping calls internal to compilation unit

Wrapping OS library calls
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Object Oriented Code
Test re-use

Templates

Inheritance

% adds value withé

Parallel hierarchy of code and test case re-use

C++ template instantiation and testing

C++ inheritance and factory method testing 
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Integrated Code Coverage
Set coverage target in tests

Diagnostics over stages / test runs

Sensible metrics

Coverage redundancy

% adds value withé

Coverage Rule Sets

Powerful drill-down views, filters and reports

Coverage Metrics
ạ Entry- Point Coverage

ạ Statement Coverage

ạ Decision Coverage

ạ Boolean Operator Coverage

ạ Boolean Operand Effectiveness Coverage 

Test case coverage optimization
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Analyses code without dynamic testing

ạObjective supplement to code review with automated calculations 

ạEstimates number of test cases needed for coverage requirements

ạIdentifies maintainability and complexity to aid test planning

Static Metrics

ạProcedural code counts

ạProcedural and OO Metric Sets

Myers               MOOSE

McCabe           MOOD

Halstead          QMOOD

Hansen            Robert Martin

McCabe Object Oriented

Bansiyaôs Class Entropy

ạReports in .csv format

% Static Analysis
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C/C++

Test 

Script

Other

Libraries

Build

Cantata ++

Libraries

Test

Exe Run

Results Summary

How Cantata++ Works

Source

Codee

XML Test Report

Test Results Explorer

ASCII Text Results

Coverage Explorer

Coverage Viewer

Copy of

Source

Code

External

Objects

Copy of Source Code may be 

instrumented for structural 

coverage or testability.


